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ABSTRACT
Smart homes are gaining popularity due to their convenience and
efficiency, both of which come at the expense of increased com-
plexity of Internet of Things (IoT) devices. Due to the number
and heterogeneity of IoT devices, technologically inexperienced
or time-burdened residents are unlikely to manage the setup and
maintenance of IoT apps and devices. We highlight the need for
a “HandyTech”: a technically skilled contractor who can set up,
repair, debug, monitor, and troubleshoot home IoT systems. In this
paper, we consider the potential privacy challenges posed by the
HandyTech, who has the ability to access IoT devices and private
data. We do so in the context of single and multi-user smart homes,
including rental units, condominiums, and temporary guests or
workers. We examine the privacy harms that can arise when a
HandyTech has legitimate access to information, but uses it in unin-
tended ways. By providing insights for the development of privacy
control policies and measures in-home IoT environments in the
presence of the HandyTech, we capture the privacy concerns raised
by other visitors to the home, including temporary residents, part-
time workers, etc. This helps lay a foundation for the broad set of
privacy concerns raised by home IoT systems.

CCS CONCEPTS
• Security and privacy→ Human and societal aspects of se-
curity and privacy.
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1 INTRODUCTION
Smart homes offer convenience: the ability to turn up the heating
before you arrive home or to remotely monitor that the burglar
alarm is working. But that convenience comes at the cost of com-
plexity. Typically, a smart home is an environment with multiple
users with different interests, levels of technological awareness
and capabilities, and perceptions of authority and privileges. Who
should have permission to control smart home appliances? What
authority do different family members or occupants get? What
about guests or temporary workers in a home? Do landlords have
full control over smart home devices in accommodations they lease?

The complexity extends in another direction too. How do we
handle the interoperability of different home Internet of Things
(IoT) systems? What happens when there are unexpected inter-
actions between the various cyber-physical systems of home IoT
devices? In an industrial setting such as a manufacturing plant, this
complexity would be handled by a company systems administrator.
The smart home equivalent would be a “HandyTech”: a contrac-
tor who can set up and remove home IoT systems and monitor,
maintain, and debug them as they are used.

This situation raises many sociological, legal, and technical ques-
tions. Who gets to control the smart home devices? The residents
of the dwelling? The owner? Or the building manager of an apart-
ment building or residential housing community? We focus here
on the privacy risks raised by a HandyTech hired to manage the
technology.What are their responsibilities with respect to residents’
privacy? How can this be achieved?

Because of the potential for complex interactions between smart
home devices, such a HandyTech will need access to relevant de-
vices. Thus the HandyTech is an individual who, in the absence of
access control policies, has the ability to gain full access to the IoT
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platform in a smart home and retrieve private data that may reveal
the daily routines of the home’s occupants.

Smart home IoT deployments involve not simply the reality of
turning up the air conditioner while driving home or lying in bed
and being able to shut off the downstairs lights by saying so, but the
reality of multiple people, with different roles, seeking to manage
the systems: house occupants, landlord, condo manager, and house
guest or worker.

As a result of potential interaction of the cyber-physical systems
that home IoT devices operate, for a HandyTech to successfully
manage home IoT deployments, they must have access to home IoT
devices and also to logs of previous actions. That is, the HandyTech
will necessarily have access to recent information about the use of
home IoT devices. This is a superset of the information sought by
any manager of a home IoT system, whether the housing manager
of an apartment or condo complex, a landlord, or a head of house-
hold. In understanding the privacy issues raised by HandyTech
access, we illuminate the privacy issues of all managers of home
IoT systems—and thus our paper speaks to more than just the
HandyTech situation.

Given that our work is examining a profession that does not yet
exist, at least in the manner we are describing, we note our assump-
tions. Because the concept of a HandyTech is new, a “HandyTech”
does not yet have a definitive job description. We imagine this in-
dividual to be a technologically savvy contractor who helps home
residents, house managers, landlords, and others, with home IoT
problems. But this is an assumption, not reality, and this assumption
impacts the opportunities and challenges we discuss.

With this assumption in mind, we note that the closest litera-
ture here concerns the smart home as a multi-user environment.
Researchers have largely focused on the privacy harms from a
guest [19] visitor [15], incidental user [12], or bystander [28] may
encounter when visiting a smart home. Some work focused on the
privacy risks associated with monitoring or tracking visitors by
home IoT devices [2, 6, 26]. Other studies focused on granting visi-
tors owner-like privileges [3, 4, 23, 24]. Privacy notices and their
usefulness in raising privacy awareness among home users and
bystanders have been studied in [25]. There has, however, been re-
lated work that occurs in a somewhat different venue: smartphone
repair shops [1, 10]. None of this work involves access of the type
assumed by a HandyTech.

As noted above, privacy issues in smart homes are broader than
that relatively narrow focus. They also involve what the managers
of the smart home systems can access about home residents and
short-term and long-term visitors and workers in the home. By
focusing on the presence of a skillful technician whose job is to
access the IoT platform and conduct diagnostic and troubleshooting
tasks, we look at a superset of privacy issues faced by residents and
visitors—and thus illuminate these issues.

In this paper, we explore the complexity of a smart home and in-
troduce the concept of a HandyTech, noting benefits of a HandyTech
and identifying key privacy challenges this role raises. We use the
Citron and Solove descriptions of privacy harms [11] to delineate
possible privacy harms stemming from a HandyTech’s actions (or
inactions) and suggest various approaches (technical, legal, and
policy) to protect against these harms.

2 MOTIVATION
To motivate the concept of a HandyTech, we contrast the deploy-
ment and operation of security systems in homes in the early 2000s
to IoT deployments today (e.g., Control4 [13]). Around the year
2000, companies like ADT Security Systems typically provided
installation in homes of equipment such as keypads and alarms.
These were then connected to a monitoring service using protocols
like DUAL-Tone Multi-Frequency (DTMF). The monitoring systems
were commonly staffed by a collection of agents, working directly
for the providing vendor or outsourced.

If the system issued an alert, the agents would carry out a se-
quence of steps such as asking for a PIN, sounding an alarm, or
calling the police. Such human agents reduced potential false nega-
tives (e.g., an alarm accidentally set by the homeowner) and enabled
custom assistance to homeowners during stressful events.

By contrast, today’s security services are commonly based on IoT
and have many more features supporting security and convenience.
Wireless protocols and low-energy sensors make it possible for the
consumer to procure and deploy devices throughout the house at
their discretion, eliminating the cost and inconvenience of hiring
workmen to install wires around the house. IoT-based solutions
also offer a form of self-monitoring that enables a homeowner to
perform many of the functions a monitoring agent might have per-
formed: an alert on the homeowner’s smartphone suffices in many
cases. This can be enhanced by location monitoring so the alarm
system is likely to know if the homeowner is present. Increasingly
advanced capabilities such as the use of facial recognition and ad-
vanced sensor capabilities offer even more functionality. However,
these capabilities can increase complexity and risk.

While these advances provide many benefits, the systems may
create unmanageable complexities. Stories about opaque configu-
ration and malfunctions of IoT devices that give rise to situations
like home owners who cannot turn off their IoT lights are common.
In general, there is an explosion of new functions and new ways to
combine them. HandyTech aims to improve this complex and risky
state of affairs by the integration of a form of “human-in-the-loop.”

A HandyTech for IoT provides the potential for benefits—but
there are also potential drawbacks. For instance, there are security
risks that arise from increasing the attack surface for the IoT sys-
tem by including more parties with permissions. A professional
HandyTech who knows when to apply an essential update may
be using access control wisely. A homeowner who puts their tech-
savvy teenager in charge of the updates may have a different out-
come. While security is a key concern, it may be that the bigger
challenge concerns privacy. To be useful, the HandyTech needs to
have some knowledge of the homeowner systems. How to spec-
ify what the homeowner considers private and what information
should be accessible to for the HandyTech may not be an easy call.

3 HANDYTECH: CONCEPT AND BENEFITS
As IoT devices propagate into our domestic spaces, the role of the
HandyTech—a skilled technician capable of navigating the com-
plexities of home IoT systems—emerges as crucial.
Concept. The HandyTech is responsible for setting up, maintaining,
and troubleshooting IoT systems, including everything from routers
and firewalls to smart appliances. The HandyTech also serves as
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the “human-in-loop,” helping homeowners manage the intricate
balance between functionality, privacy, and security.

A HandyTech’s role is diverse and requires a broad skill set. They
need to be well-versed in the protocols and standards across differ-
ent IoT vendors to ensure system interoperability. Their expertise
extends beyond just hardware repair to diagnosing network issues,
making them uniquely equipped to handle the layered complexities
introduced by IoT devices. The HandyTech’s role may not include
all repairs of malfunctioning home IoT devices, but cover software,
firmware, and networking functions. A failed discharge pump in a
dishwasher or a broken compressor in an air-conditioning unit will
need a dishwasher or air conditioner repairman, not the HandyTech
(though the HandyTech may be able to diagnose the problem). As
devices get smarter and capable of self-diagnosis, the HandyTech
role is expected to evolve rather than be replaced, especially as they
consult with homeowners on trade-offs between competing system
needs like security versus ease-of-use.

HandyTech access to in-home data itself raises significant privacy
concerns. In addition, the HandyTech must be diligent in restrict-
ing access to logs as well as the IoT data gathered by the smart
device and in educating homeowners about potential security vul-
nerabilities. While automated diagnosis tools and AI systems like
ChatGPT may make strides in simplifying the interface between
homeowners and their smart systems, the HandyTech remains an
invaluable human intermediary for making informed choices in
complex home IoT ecosystems.
Benefits. Deploying and maintaining smart home devices can be
overwhelming and challenging [18], but a HandyTech can provide
great benefits to users. Similar to how some smart home devices re-
quire professional installation (e.g., smart thermostats may require
writing an HVAC system to a smart home product), HandyTech
can simplify and enable such installation while ensuring safety and
code compliance. Even if a smart home device is easy to install, set
up and deployment may be challenging. For example, the precise
placement of motion sensors is crucial for automation. Installation
might be frustrating if sensors are hard to detach and reattach [27].
The complexity could also arise when a smart home device is in-
tegrated with other smart home devices or ecosystems. A smart
lightbulb can be controlled by its own app, a smart hub (e.g., Philips
Hue), or a voice assistant. Maintenance and commission thus be-
come tedious and confusing. Here is where experience counts. A
HandyTech possesses the expertise to install complex smart systems
efficiently.

The complexity of smart home devices may confound residents
when devices break. When a non-smart light fails, residents know
to check the bulb, fixture, outlet, or electric panel. However, smart
home system failures can originate from issues beyond those, such
as a faulty companion app, a network outage, or an unresponsive
motion sensor that activates the lightbulb. A HandyTech, unlike
homeowners, has the expertise to identify the source of the problem.

Many smart home device complaints are about security [14].
Setting up network-level smart home security and privacy tech-
nologies [16, 17, 22] is typically difficult for the average user to
do. Discovering and recovering a compromised smart home de-
vice is also difficult for such users. Even if a user can identify a

compromised device and fix it, the user may fail to prevent a re-
peat compromise due to leaving the vulnerability unpatched (e.g.,
weak authentication) that enabled the attack in the first place. A
HandyTech’s expertise in security products and standards of care
can greatly aid in mitigating such security risks. The HandyTech
could protect a smart home by setting up proper firewalls or a guest
network. Similarly, a HandyTech could use intrusion-detection
tools and know the proper hosts and ports to find devices with un-
usual behaviors [20]. Indeed, a vendor-certified HandyTech would
possess expertise that regular users would be unlikely to have.

Another potential benefit of the HandyTech would be their abil-
ity to assist residents with customizing the system to their privacy
preferences (e.g., preventing data collection at night). Such assis-
tance would be valuable for home residents and would require a
HandyTech to have a thorough grasp of potential privacy issues of
IoT devices and systems.

In short, a HandyTech can provide a variety of security, safety,
privacy, and simplifying benefits to smart home residents.

4 PRIVACY IMPLICATIONS
Home is where a person most expects to be unobserved. Such
privacy is not always achievable; in a shared living space, for ex-
ample, an individual’s privacy might only be had in a bedroom or
bathroom—or when no one else is present at home. In group ar-
rangements, such as college dormitories, residents may not always
feel they have full privacy even within their home. Nonetheless, in
all cultures, home is considered a private space.

Enabling the HandyTech to diagnose malfunctions within home
IoT systems requires providing them with access to a significant
range of Home IoT devices and network logs. Such access intrudes
on a resident’s privacy—and may occur without residents’ knowl-
edge (e.g., by a HandyTech accessing home IoT information re-
motely). Laws and policy currently have little to say on this issue.
Before such regulation can occur, however, a more fundamental is-
sue is the nature of privacy harms that could result fromHandyTech
access to home IoT records. That is the question we examine here.

Following [7], we say that the use of data constitutes a privacy
failure if an “entity” has legitimate access to information, but uses
the data in ways unintended by the user. We use characterizations
of privacy harms developed by Citron and Solove [11] to briefly
discuss the types of privacy harms that may occur if a HandyTech
were to inappropriately use information obtained about home IoT.
Physical harms. As the HandyTech is in a position to control the
home IoT devices, they could set devices to work in ways that could
cause damage.
Economic harms. Some actions that the HandyTech takes—or
does not take—can be privacy violations. Patterns of residents’ daily
lives and knowledge of account information (e.g., Netflix, Amazon,
Internet providers) are easily discernible from data of home IoT
devices [5, 21]; sharing such information could lead to robbery and
identity theft.
Reputational harms. Few people behave in exemplary ways all
the time; home is a location in which people let down their guard.
A HandyTech is in a position to cause reputational harm should
they inappropriately share the information about behavior inside
the home.
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Psychological harms. Knowledge of what happens inside the
home—the all-seeing eye that the HandyTech can develop —means
that they can attain the understanding of home behavior and dy-
namics more akin to someone living in the home. Even if never
acted upon, that fact can cause distress to home occupants and
residents. Such psychological concerns (and thus such harms) are
likely felt differently by different social groups, e.g., stigmatized
groups, women compared to men.
Autonomy harms. The HandyTech’s access to intimate aspects of
a person’s life could lead to user’s self-constraining use of systems.
While data about individual smart home devices is likely to often
be available at equipment manufacturers, more complete data will
be accessible by the HandyTech. The fact that such data are in-
creasingly used by law enforcement can lead to “system avoidance”:
people systematically avoid institutions that keep formal records,
including hospital, banks, schools, and employment [8, 9].
Discrimination harms. As noted in (5), the knowledge that the
HandyTech gains about activities within the home can be used for
various forms of control of the residents.
Relationship harms. Because private aspects of home life may
now be exposed (e.g., how much time particular people spend to-
gether) to a third party inherently destroys some intimacy in rela-
tionships.

This brief discussion suggests that privacy risks fromHandyTech
have significant dependence on the types of workflows of which
they are a part. In Appendix A, we present a short case study for a
realty scenario that illustrates this point.

5 FUTURE DIRECTIONS
The idea of pursuing a business model in which sales are encour-
aged by access to knowledgeable experts is common. Apple helps
consumers understand their Apple products by talking to an Ap-
ple “Genius,” while Best Buy aids deployments of products it sells
with help from the “Geek Squad.” But in a world in which products
can interact, expertise is needed beyond that provided by a single
manufacturer or sales outlet. In this paper, we have proposed an
innovative—and, we suspect, necessary—way to handle this issue:
the complexity arising from smart home IoT from the residents’
point of view. We also discussed privacy issues that might arise
from our proposed solution, the HandyTech. In the process, we
have uncovered more questions than answers.

In answering these questions, we urge others to study various
dimensions of the HandyTech role. Scenarios such as the one in
the appendix Appendix A present the complexities arising in the
sale of a smart home and the role that a HandyTech would play in
ensuring a transfer that protects the buyer’s and seller’s privacy
Studying such examples will illuminate the complexity of privacy
concerns within smart homes with more than a single resident.

Regardless of which form a HandyTech-type solution takes, the
role is not only achievable, but necessary. Thus, one aspect of future
research will be to understand industry’s solutions for tackling the
dual problems of smart home complexity and inherent conflicts
between different residents’ needs. That will enable a more nuanced
solution for capabilities that a HandyTech should have and the
controls that should govern such access.

Another aspect may be to understand how current efforts in
smart home platforms, like Matter, will support the HandyTech
role. As Matter’s main target is to achieve secure device interoper-
ability, the protocol’s specifications cover access control and priv-
ileges of home IoT administrators. However, understanding how
the HandyTech’s role should be accommodated and what privileges
or restrictions should be placed on the role will be instrumental in
how a HandyTech operates.

Finally, it is inevitable that a HandyTech will require access
to data of home IoT devices, but what level of access is reason-
able? For example, when the lighting is malfunctioning, granting a
HandyTech access to a smart thermostat may not make sense, but if
the thermostat affects lighting automation, it might be reasonable.
As with other questions raised by a HandyTech, this issue extends
well beyond the role.

6 CONCLUSIONS
In this paper we have shed light on the concept of a HandyTech, a
skilled technician who helps smart home users set up, troubleshoot,
and maintain their home IoT system. Given the increasing com-
plexity and popularity of smart homes, the HandyTech’s role—or
something like it—is likely to be essential in the coming years. We
have explored the qualifications necessary for the role, highlighted
the benefits and challenges this role brings, and explored the privacy
implications of such a role. Much remains to be done.

Do we expect a HandyTech to work exactly as we have posited?
Absolutely not! But do we expect that if home IoT takes off in
the way that industry and the government expect, there will be
a societal need for some version of the HandyTech we have de-
scribed? Without question, there will be. So what we have sought
to do here is describe the type of role the HandyTech will fulfill,
delineate in some detail the resulting privacy threats the role of the
HandyTech will create, and propose solutions, some technical and
some policy/legal, to handle those concerns.

Analyzing this prospective future in some detail (e.g., Section 4)
provides handholds for the solutions that must be built if people
are to achieve a modicum of privacy in the brave, new world of
ubiquitous IoT. That means first understanding the privacy harms
that can result from such smart devices in the home. It means
developing threat models to capture the sequence of actions and
inactions that would allow harm to occur. Most importantly, it
means designing protections against those harms.
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A HANDYTECH REALTY SCENARIO
The scenario includes the following roles: Seller, Buyer, Seller,
HandyTech, Inspector. There is one key asset: Seller House.

Seller is a professional couple who are looking to move out
of their current house and get a larger and more centrally-located
house. Their current house, whichwe’ll call Seller House, is equipped
with a WiFi network and a wide range of IoT devices. These are
sometimes linked together with IFTTT trigger rules over a diversity
of sensors and actuators.

Buyer is an older couple who are just entering retirement. They
have some technical knowledge, but little experience with (or in-
terest in) IoT. When they made an offer for Seller House, they
stipulated that IoT devices should be disabled and removed from
the house as part of the transfer.

Buyer is advised by their realtor to get an inspection of the house
by a professional house inspector. The realtor further recommends
getting a HandyTech to look over the state of IoT devices and
networking in the house. Realtor recommends a house inspector
who is also a HandyTech and has substantial experience with IoT
systems. We call this party Inspector from now on.

As part of the transfer preparations for the transfer of Seller
House, Inspector gets in touch with Seller HandyTech to work out
plans for conforming to the terms of the sale. Seller HandyTech
conducts a fresh inventory of the IoT devices in Seller House and
passes this along to Inspector. Inspector confirms expectations like
removing all IoT cameras in the Seller House, and assisting the
Inspector in confirming that, up to customary standards of care,
the wishes of the Buyer have been met. This is duly reported to
Buyer and confirmed in the final walkthrough of the sale.

Variant 1: In the first variant of this scenario, Buyer wants to
keep some IoT devices and use their data. These are selected from
the inventory by Buyer in consultation with Inspector. It is agreed
to turn over the thermostat along with an AI prediction model that
was learned from the Seller House while it was occupied by Seller.
Inspector and Seller HandyTech explain to Buyer and Seller what
this might mean for information flows, such as potentially exposing
facts about Seller habits to Buyer.

Variant 2: Inspector finds that there is an array of sensors in the
basement of Seller House that log humidity and leaks. The Buyer’s
Inspector asks to have these logs, and Seller HandyTech agrees.
These sensor logs show a gap during the summer of the previous
year during a period of heavy rains and flooded homes in the area.
The Buyer asks for an explanation for the information gap; the
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Sellers say they don’t know but admit there was some water in the
basement twice during the flooding period. The Buyer renegotiates
the sale for a reduction in price to cover the costs of sump pump
and some regrading around the house.

Variant 3: The Seller’s HandyTech is asked to represent both
Seller and Buyer in the inspection. Buyer knows the company that

employs Seller HandyTech and trusts them to maintain objectiv-
ity in the inspection process, but the Handyperson Code of Ethics
prevents the same HandyTech from working for Buyer and Seller
during such a transaction. Instead, the Buyer’s realtor finds a new
HandyTech who is employed by the Buyer to do the home inspec-
tion. Once the real-estate transaction is completed, the Buyer hires
the Seller’s HandyTech.
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